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ȧɅɐɊɕɍɤ 

ȶɘɇɓɕɓɇɅ 

ȻɊɒɗɕ ɑɓɒɍɗɓɕɍɒɈɅ ɍ ɕɊɅɈɍɕɓɇɅɒɍɤ ɒɅ ɏɓɑɔɡɣɗɊɕɒɠɊ ɍɒɛɍɉɊɒɗɠ Jet CSIRT 

èȭɒəɓɖɍɖɗɊɑɠ ȩɋɊɗé 

ȳȶȷȥȲȳȧȭȷɁ ȲȪȰɁȬɄ ȶȱȭȵȭȷɁȶɄ 
ȻȪȰȪȧɀȪ ȥȷȥȯȭ 
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ȷȪȯȸȾȥɄ ȶȭȷȸȥȻȭɄ ȧ ȱȭȵȪ ȯȭȦȪȵȸȨȵȳȬ 

74% ɏɍɆɊɕɅɗɅɏ ɌɅ 2021 Ɉɓɉ ɒɓɖɤɗ 

ɛɊɐɊɒɅɔɕɅɇɐɊɒɒɠɎ ɚɅɕɅɏɗɊɕ  

ȷɅɕɈɊɗɍɕɓɇɅɒɒɠɊ ɅɗɅɏɍ ɇ ɖɕɊɉɒɊɑ 

ɓɖɗɅɣɗɖɤ ɒɊɌɅɑɊɜɊɒɒɠɑɍ ɇ ɗɊɜɊɒɍɊ 

214 ɉɒɊɎ ɖ ɑɓɑɊɒɗɅ ɔɕɓɒɍɏɒɓɇɊɒɍɤ 

ȲɓɇɠɊ ɘɈɕɓɌɠ: ɗɊɚɒɓɐɓɈɍɍ 

ɍɖɏɘɖɖɗɇɊɒɒɓɈɓ ɍɒɗɊɐɐɊɏɗɅ  

ɉɐɤ ɔɕɓɇɊɉɊɒɍɤ ɅɗɅɏ 

* https://www.statista.com/statistics/267132/total-damage-caused-by-by-cyber-crime-in-the-us/ 

**https://www.forbes.ru/tekhnologii/465619-eksperty-predskazali-deficit-specialistov-po-kiberbezopasnosti-v-rossii  

ȧ 2,7 ɕɅɌ ɇɠɕɓɖɐɓ ɏɓɐɍɜɊɖɗɇɓ 

ɅɗɅɏ ɒɅ ɏɓɑɔɅɒɍɍ ȵȹ ɇ 2022  

ɔɓ ɖɕɅɇɒɊɒɍɣ ɖ 2021 Ɉɓɉɓɑ 

ȴȵȭ ȽȭȹȵȳȧȥȲȭȭ  

ȲȪ ȴȵȳȶɄȷ ȧɀȯȸȴ ñ  

ɂȷȳ ȩȭȧȪȵȶȭɄ,  

ȥ ȲȪ ȬȥȵȥȦȳȷȳȯ 

ȥȷȥȯȸɃȷ  

ȧȶȪȺ ȴȳȩȵɄȩ  

ȧ ȵȪȨȭȳȲȪ RU 

ȯȳȳȵȩȭȲȥȻȭɄ ȥȷȥȯ  

Ȳȥ ȳȵȨȥȲȭȬȥȻȭȭ  

ȭ ȻȪȰɀȪ ȳȷȵȥȶȰȭ 
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ȲȥȭȦȳȰɁȽȸɃ ȸȨȵȳȬȸ ȴȵȪȩȶȷȥȧȰɄɃȷ APT-ȥȷȥȯȭ 

ȧɓɓɕɘɋɊɒɍɊ 
ȧɒɊɝɒɊɊ 

ɌɅɕɅɋɊɒɍɊ 

ȴɓɐɘɜɊɒɍɊ 

ɘɔɕɅɇɐɊɒɍɤ 

ȵɅɌɇɊɉɏɅ ȩɓɖɗɅɇɏɅ ȸɖɗɅɒɓɇɏɅ 
ȩɊɎɖɗɇɍɤ 

ɇɒɘɗɕɍ ɖɊɗɍ 

ZEXCONE ȷȥȵȨȪȷȭȵȳȧȥȲȲɀȮ ȹȭȽȭȲȨ Ȳȥ ȱȳ ȵȹ (ȶȥȲȯȻȭȭ, ȴȥȷȳȨȪȲɀ ȭ ȩȵ) 

LAZARUS 
ȷȥȵȨȪȷȭȵȳȧȥȲȲɀȮ ȹȭȽȭȲȨ Ȳȥ ȰɃȦɀȪ ȳȵȨȥȲȭȬȥȻȭȭ ȵȹ  

(COVID ȭ ȩȵ ȥȯȷȸȥȰɁȲɀȪ ȷȵȪȲȩɀ) 

IRONHUSKY Ȩȵȸȴȴȭȵȳȧȯȥ, ȲȥȴȵȥȧȰȪȲȲȥɄ Ȳȥ ȵȹ ȭ ȵȦ 

IAMTHEKING  Ȩȵȸȴȴȭȵȳȧȯȥ, ȲȥȴȵȥȧȰȪȲȲȥɄ Ȳȥ ȵȹ 
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ȭȰȭ ȶȱȭȵȭȷɁȶɄ? 
ȳȶȷȥȲȳȧȭȷɁ 



ȴȵȪȩȳȷȧȵȥȷȭȷɁ/ȬȥȷȵȸȩȲȭȷɁ ȥȷȥȯȸ 

ȭɖɔɓɐɡɌɘɊɑ 

ɖɕɊɉɖɗɇɅ 

ɌɅɞɍɗɠ 

ȴɓɇɠɝɅɊɑ 

ɓɖɇɊɉɓɑɐɊɒɒɓɖɗɡ  

ȴɕɓɇɓɉɍɑ  

Hardening  
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ȬȥȾȭȷȥ ȶ ȴȳȱȳȾɁɃ ȶȬȭ:  

PREVENT 

ȳȷȵȥȫȥɃȷ > 90% ȸȨȵȳȬ 

https:// www.anti-malware.ru/analytics/Market_Analysis/Targeted-attack-protection -systems  

ȬɅɉɅɜɍ: 

ȳɆɒɅɕɘɋɍɗɡ ɗɓɜɏɘ ɇɚɓɉɅ 

ȴɕɊɉɓɗɇɕɅɗɍɗɡ ɕɅɖɔɕɓɖɗɕɅɒɊɒɍɊ 

ȳɔɕɊɉɊɐɍɗɡ ɍɒɖɗɕɘɑɊɒɗɠ 

ȳɗɇɐɊɜɡ ɅɗɅɏɘɣɞɍɚ 

Anti -APT NTA  NGFW 
Threat 

Intelligence  

Sandbox  EDR/XDR Deception  
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ȳȶȲȳȧȲȥɄ Ȭȥȩȥȼȥ ð ȶȳȯȵȥȷȭȷɁ ȧȵȪȱɄ 

ȳȦȲȥȵȸȫȪȲȭɄ ȭ ȵȪȥȨȭȵȳȧȥȲȭɄ 

ȬɕɊɐɓɖɗɡ ɔɕɓɛɊɖɖɓɇ SecOps 
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ȱɊɖɤɛɠ 

ȲɊɉɊɐɍ 

ȩɒɍ 

ȼɅɖɠ 

ȱɍɒɘɗɠ 
ȸɕɓɇɊɒɡ 0 ȸɕɓɇɊɒɡ 1 ȸɕɓɇɊɒɡ 2 ȸɕɓɇɊɒɡ 3 ȸɕɓɇɊɒɡ 4 

ȧɠɤɇɐɊɒɍɊ ɘɈɕɓɌ ȸɖɗɓɎɜɍɇɓɖɗɡ ɏ ɘɈɕɓɌɅɑ 
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ȳȦȲȥȵȸȫȭȷɁ ȭ ȰȭȯȧȭȩȭȵȳȧȥȷɁ 

ȻɍəɕɓɇɅɤ 

ɏɕɍɑɍɒɅɐɍɖɗɍɏɅ 

ȴɕɓɅɏɗɍɇɒɠɎ  

ɔɓɍɖɏ ɘɈɕɓɌ  

ɍ ɏɍɆɊɕɕɅɌɇɊɉɏɅ 

ȱɓɒɍɗɓɕɍɒɈ  

ɍ ɕɊɅɈɍɕɓɇɅɒɍɊ 
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ȱȳȲȭȷȳȵȭȲȨ 

ȹɍɐɡɗɕɅɛɍɤ 

ȲɓɕɑɅɐɍɌɅɛɍɤ 

ȥɈɕɊɈɍɕɓɇɅɒɍɊ ȯ
ɓ
ɕ
ɕ
Ɋ
ɐ
ɤ
ɛ
ɍ
ɤ

 
SIEM IRP  

ȳɗɜɊɗɒɓɖɗɡ 

ȶɗɅɗɍɖɗɍɏɅ 

ȵɊɅɈɍɕɓɇɅɒɍɊ 

ȥɇɗɓɑɅɗɍɌɅɛɍɤ 

ȶɓɆɠɗɍɤ SIEM 

ȥɒɗɍɇɍɕɘɖɒɅɤ 
ɔɓɉɖɍɖɗɊɑɅ 

ȱɊɋɖɊɗɊɇɠɊ 
ɢɏɕɅɒɠ 

ȴɓɉɖɍɖɗɊɑɠ 
ɓɆɒɅɕɘɋɊɒɍɎ 
ɇɗɓɕɋɊɒɍɎ 

ȱɅɕɝɕɘɗɍɌɅɗɓɕɠ, 
ɏɓɑɑɘɗɅɗɓɕɠ 

ȶɊɕɇɊɕɠ, 
ɓɔɊɕɅɛɍɓɒɒɠɊ 
ɖɍɖɗɊɑɠ 

ȴɓɉɖɍɖɗɊɑɠ 
ɅɘɗɊɒɗɍəɏɅɛɍɍ 

ȴȵȭȳȵȭȷȪȷ IRP 

ȱɍɐɐɍɓɒɠ ɖɓɆɠɗɍɎ ȷɠɖɤɜɍ ɖɓɆɠɗɍɎ ȩɊɖɤɗɏɍ ɖɓɆɠɗɍɎ 


