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CraHpapT, cogep#allmn
obwmi obzop
W TepMUHanonio (nogpanen 5.2)

L0 CraHpapTsl, ycTaHaenveawoLmne
= Tpetoanua (no 53
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CraHaapTel, cofgemkalime
pexkomMeHaaLmm

AN KOHKPETHbIX OTpacnen
(ncopaapen 5.5)

27000

e

o h a

L

C

*

rocT P UCO/M3K 27000—2021

27001 27006 27009

27002 27003 27004 27005 27007 TR 27008
27013 27014 TR 27016 27021

27010 27011 27017 27018 27019

CrangapThl, cogepxawme
cneuManbHbie peKoMeHOaumn
No KOHKPETHBIM CPEACcTBaM
ynpasneHus
(He BXOgUT B paMKK
HacToAWero cTaHgapTa)
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OB6o3znavenne NOCT HaumeHoBaHne

Cucmemer MeHed¥MeHMa UHpopMayuoHHou DesonacHocmu

roCT P MCO/M=K 27000-2012

T. MeToabl u cpencTea obecneueHwA BezonacHoOCTH. CUCTEMBI MEHEIMMEHTA
WHopmauroHHou bezonacHocTH. OBwmK 0030p U TEPMUHONOTWA

FMOCT P UCO/M=K 27001-2006

T. MeTogbi w cpencTea obecneyenwa DezonacHOCTH. CMCTEMBI MEHEIXMMEHTA
MHPOpPMaUWOHHOK DezonacHocTy. TpeboBaHKA

FMOCT P UCO/M3K 27002-2012

T. MeTogbl u cpegcTea obecneueHma bezonacHocTi. CBog HOPM KM NpaeMn
MEeHed¥MeHTa MHOOPMALWOHHON De30NacHoCT

FMOCT P UCO/M=K 27003-2012

T. MeTogbi w cpencTea obecneyeHwa DezonacHOCTH. CMCTEMBI MEHEIXMMEHTA
WHpopMaLKMoHHON Ge3zonacHocTU. PYKOBOACTEO NO pPEaNM3ALIMKA CUCTEMbI
MEHEMMEHTA MHDOPMALMOHHOKM De30NacHOCTK

¥npaenexue puckamu

FMOCT P UCO/M3K 27005-2010

T. MeToabl u cpenctea obecnedeHnA BezonacHoCTH. MeHemsMeHT pUcka
MHPOPMALMOHHOK Be30NacHoCTK

Ouenka BesonacHocmu

rNOCT P UCO/M=K 15408-2012

T. MeToan u cpencTtea obecneueHua BezonacHoCTH. KpUTepuw oueHKW
Be30MacHOCTH MHDOPMALIMOHHBIX TEXHOMOTMIA

FMOCT P UCO/M3K 18045-2013

WT. MeTogw u cpepcTea obecneueHna bezonacHocTi. MeTogonorua oueHkK
0e30MacHOCTH MHPOPMALMOHHBIX TEXHOMOTHMIA

NOCT P UCO/M=K TO 19791-2008

T. MeToam u cpencTtea obecneusHua BezonacHocTH. OueHka Bez0nacHoCTH
FETOMATU3INPOBAHHbIX CUCTEM

fapanmuu BezonacHocmu

rNOCT P MCO/M=K 15026-2002

WT. YpoBHK LENOCTHOCTH CUCTEM M NMPOTPaMMHbIX CPEOCTE

Cemesas BezonacHocmes

FMOCT P MCO/M2K 27033-1-2011

T. MeToabl u cpencTea obecneyeHuna DezonacHOCTH. bezonacHocTe ceTel. Yactb 1.

Of30p W KOHUENUMK
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LleneHanpasneHHble
BpeAOHOCHbIe
OHNAWH-AeNCTBUA

Owwubku, cbon, asapum,
HapYWeHWA NONUTUK,
HEeCOOTBETCTBUA, HEAOCTATKK,
NANbI, HErPamoTHOCTb,
HEKOPPEKTHOCTH,

n3bAaHbl, gedexrtol, HAB,
TEXHUYecKoe

U MOpasibHOe CTapeHue,
3noynotpebnenue,
HenobpoCcoOBECTHOCTD,
HebnaronpuaTHan cpeaa,
npobnemsl MHTEPDENCOB,
apxvBOB, MHPPACTPYKTYPSI,
KOMMYHUKaUUK ¢

Lenemn NocTasokK u T.4.

Ay

bIOTEPHbBIE aKTUBbI

BuptyanbHbie akTHUBbI

20%
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OOKYC KubepbesonacHocTb UHpopmauunoHHan 6e3onacHOCTb
TakcoHOMUU ATT@CK, Cyber Kill Chain SCAP (CWE, CVE, ...) u ap.
KubepkomaHrabl Cyber red teams (CRT) Bce useta
Ceptuoukarsl CEH, OSCP CISSP, CISA, CISM
®akTopbl
6230MaCHOCTH Yaszsumoctu AedekTtbl 6e30nacHOCTH, YA3BMMOCTH, YTPO3bl, PUCKH
Eg;n;g$Tch;E£poaen.eﬁnﬁ Bce BMAbI Yrpo3, B TOM YUCAE HENPeAHaMepeHHbIe,
Yrpossl P - B TOM YMCAE BCEM pecypcam, yrposbl
(UeAeHANPABACHHON) aTaku CpeAbl W LenoYeK NocTaBku
Ha KOMMbKITEPHbLIE PECYPChI P
HapyleHus HCA (nyTtem akcnayataumm
(PeanuaaLmn YA3BMMOCTH MAWU BbINOAHEHWA HapylueHue ueAOCTHOCTH, AOCTYMHOCTH,
O3bi) NapoAbLHOMW aTaku) UAK KOHPUAEHLMAABHOCTU K Ap.
yrp oTKa3 B 0bCcAyKUBAHUM
NCTOUHMKHK Xakepbl U KWBeprpynnUPoBKK Bce BHYTPEHHUE U BHELLHKE CYObEKTBI U aKTUBHbIE
BO3AENCTBUA (NPOTUBHMK) o6bekThl, cpeaa 6e3onacHoOCTH, UHGPACTPYKTYpa U np.
CMMB, BKkAOYaA NOAMTUKK (POAKM M 06A3aHHOCTK), BC/
DR-nAaHbl, pUCK-MEHEAXMEHT, OpraHM3aunUoHHO-
TEXHUYECKUE Mepbl (AETEKTUBHbIE, NPEBEHTUBHbIE
Pazeeaka, ataka, pe! (A P ’
Mpoueccsl CKDBITHE CAGADE BOCCTAHOBUTEALHbIE, AMPEKTUBHbLIE M AP.),
P mMexaHuambl beszonacHoctu (IA4, IDS/IPS, DLP,
VA, AV, FW, SIEM wu ap.), SDL, ceptudukauma,
artectauma, cneuakcneptuasl, CU/CO/CI v np.
L(:::E{ZT&':?ULEX”H;; ::HK”E Bce BMAbI A@HHBIX, BCex ¢opmaTtos 1 GopM, B TOM
AaHHble KAIOUM, BADECHBIE AGHHBIE) UMCAE INEKTPOHHbIE, B TBEPAOH KOMUK, NPOrpamMmMHbIiA

Habopbl AaHHLIX (GparMeHThbI
Tpaduka, AOTH M Np.)

KOA, AOKYMEHTaUKA, GalAoBbIE CUCTEMBI, BA, apxuBbl,
XxpaHuauLa, obaaka, big/smart data 1 np.
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KaTteropwua 6esonacHocT

Mepa 6esonacHocTI

bBezonacHoCTe NpUNOKEHWIA

yBEﬂOMHEHHe nonb3oBaTenei o NONUTUKe Be30onacHOCTH

JawmTa ceccrii BeB-NPUNoMXKeHUIA

KoHTponb KOppeKTHOCTW BEOAMMbIX AaHHbIX (2awmTa oT SQL-nHxeKL i)

O6ecneueHue Ge30nNacHOCTU CKPUNTOR (2alyKTa OT aTak MexCcanToBOro
CKPWUNTUHra )

AyﬂMT Koga M HezaBMCMMOEe TECTUPOBaHWE NporpaMMmHOro Koga

lNoagTeepxoeHe NOQNMHHOCTK NpoOBaaspa Ana notpeburenein

bezonacHocTb cepBepoB

bezonacHoe KoHPUIrypUpoBaHWe CEpBEPOB

YcTaHoBKa cucTembl obHoBNeHWIA BesonacHOCTH

KoHTponb cMCTEMHbBIX }YypHanos

3au1,v|Ta OT BEpeOHOCHbIX NMpOorpamm

Per)-'nﬂpHoe CKaHWMpOBaHWMe KOHTEHTa Ha Hann4d1e BpeJOHOCHbLIX NporpamMmm

PerynapHoe ckaHWpoBaHWe YyAZBMMOCTEN calTa W NpUIoKeHUn

ObHapyeHWe NOoNbLITOK B3noMa

BezonacHocTe KOHEYHBbIX
nonb3oBaTenen

WMcnonbsoesanHne peroMmeHAOBaHHbIX Bepcm'& onepayyoHHbBIX CMCTEM

McnonezopaHue perkoOMeHQOBaAHHDBIX B'E'pCIa"II;':I nporpaMmmMHBIX ﬂpHHOH{EHHﬁ

WMcnonbzoeanne AHTUBWPYCHbIX CpeacTB

HacTtpoiika ee6-6payzepoe B 6e30MacHOM pexume

BﬂOKHpOBKa nnK BezonacHoe BbiNONHEeHWe CKpUNToB

Mcnonb2oeaHne punsTpoe pulMHra

WMcnonb3oeanne AOoNonHNTeNbHbIX MexXaHW3MOoB OezonacHoOCTK Beﬁ—ﬁpayaepoa

Mcnonb2oBaHme NepcoHarnbHbIX MEXKCETEBbIX SKPaHOB M cucTem obOHapyeHWA
BTOPEHWIA

WMcnonb3oeaHne aeToMaTMuecknx obHOBNEHWIA AOBEpPEeHHDbIX NporpamMmm

3all.|,I.-"'ITa OT daTak MmeTogamMmmn
cou,naanoﬁ MHHEHEPWA

PazpaboTka v BHegpeHWe NONUTHK Be3onacHOCTU

KaTteropuvpoeaHue 1 Kknaccndpmkauma mHpopmaumm

Oﬁy'—IEH me M NoeblleHWMe ocBeOMNEeHHOCTH nonb3oBareneun

TecTMpoBaHWe COTPYAHWKOB

MOTI-"'IBaL[I."IH M CTUMyNMpoBaHWe COTPYOQHWKOB

McnonbzoBaHMe TEXHUUECKWMX MEXaHU3MOB KOHTPpONA

lNoeblweHWe rOTOBHOCTH

Mcnonb3oeaHWe NoByLwweK B «MYCTON» CeTH

MNepeHanpaeneHve BpefoOHOCHOrO TpadpuKa

ObpaTHaA TpacCMpOBKa

(_Z"x klo



Minutes

m.illiseconds/
microseconds

oe ™ T'Ee 'y ~ "0 C “meomt

Level 4

Business planning
and logistics

Level 3
Manufacturing operations m
management

Level 2 SCADA/HMI
Monitoring and supervising

Level 1 m
Sensing and manipulating

Level 0 Sensors and signals
Production process
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YpoeeHb SIL [locTynHas 6e30nacHoOCTL

SIL4 >99.99%

SIL3 99,90% po 99,99%

SIL2 99,00% 0o 99,90%

SIL1 90,00% po 99,00%
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BeposiTHOCTL OTKa30B 10 3arpocy,
cpeH. (PFDavg)

0,0001 go 0,00001

0,001 go 0,0001

0,01 po 0,001
0,1 no 0,01
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pucka (RRF)

10,000 go 100,000
1,000 go 10,000
100 po 1,000

10 oo 100
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YpoBeHb NosiIHOTbl CpegHAA BEPOATHOCTb ONACHOro OTHasa nNnpu 3anpoce CpeaHAa yacToTa ONnacHOro oTHa3a B TeYeHUe
6e3onacHOCTH ¢dyHHUuMM 6e3onacHocTH (PFDavg). yaca (PFH)

4 >105 gpo <104 > 109 no < 10-8 y-1

3 =104 po <103 >108 o <107y

2 =103 pgo <102 =107 po < 106 y-1

1 > 102 po < 101 =106 po <105y
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SFF n HFT gna ycrpoucrs tuna «A» SFF n HFT gna ycrponcre tuna «B»

HFT (oTkasoycron4nBoCTb HFT (oTkazoycTron4mMBOCTb
SFF (nona B6e3onac- o6opynosaHus) SFF (qonsa 6e3onac- obopyposaHus)
HbIX OTKa30B)

bix oTia308) [ U o 12

<60 % SIL 1 SIL 2 SIL 3 < 60 % Hegonyctumo  SIL 1 SIL 2
oT 60 % po <90 % SIL 2 SIL 3 SIL4 oT 60 % po <90 % SIL 1 SIL 2 SIL 3
oT 90 % no <99 % SIL 3 SIL 4 SIL 4 oT 90 % 8o <99 % SIL 2 SIL 3 SIL 4
=99 % SIL 3 SIL 4 SIL 4 =99 % SIL 3 SIL 4 SIL 4
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80% 100 %

Nation-state or State-affiliated

Availability

20% 40% 60% 80% 100%
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